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ABSTRACT: The paper explores the wide application of Data Mining techniques in the context of higher
education, with a special focus on the analysis of student data. Using methods such as classification, clustering,
assessment and visualization, we explore how Data Mining can contribute to the improvement of the
educational process. Through examples such as recommendations for choosing faculties and courses for future
students, and predicting student success based on their academic performance, we illustrate the practical
application of Data Mining in higher education. In this way, these techniques can help personalize the
educational experience, providing students with tailored recommendations and support. Finally, we highlight
the critical importance of Data Mining in the context of continuous improvement of the educational experience,
providing insights that help students, teachers and institutions make informed decisions to achieve better
learning outcomes.
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I. INTRODUCTION

Data Mining can be defined in several ways that differ mainly in their focus. A very early definition of
Data Mining was "the non-trivial extraction of implicit, previously unknown and potentially useful information
from data" [1]. A later definition of Data Mining expanded this definition a bit, referring to the application of
various algorithms to find patterns or relationships in a data set [2]. Therefore, knowledge discovery referred to
the additional process of data access, data processing, data post-processing and result interpretation. This is a
very useful approach for expressing all the steps needed to find and exploit relationships in data.

The high need for educated staff requires continuous improvement of the teaching process at higher
education institutions. A quality educational process begins with an analysis of the target group of students and
the future requirements of the industry they are pursuing, which becomes the basis for the accreditation of study
programs. Monitoring generations of students during the course provides insight into their behavior, results and
suggestions, which contributes to the improvement of the course itself.

The interest of higher education institutions is also directed towards predicting the trajectory of studies
and the success of students. This includes assessing which courses students will choose, as well as predicting
their success. Another important topic is the failure of students to complete their studies, which has sparked
numerous debates.

Researchers Batool et al. [3] tried to classify students according to their future achievements, risks of
failure in exams and assessment of their level of knowledge in order to detect deficiencies in the learning
process. Such analyzes help to identify factors that can influence student failure and enable timely taking of
appropriate measures to improve educational processes.

In today's digital age, education is increasingly relying on data analytics to enhance the learning
experience. The data that students collect about institutions or courses becomes a key factor in the decision-
making process about the future of education. Information coming from previous generations of students can
provide valuable insight into the characteristics of courses and institutions, helping future students make
informed decisions. Through proper processing of this data using Data Mining techniques, key patterns and
trends can be identified, allowing universities to tailor their programs and resources to better suit student needs.

Data Mining techniques are now increasingly used in education to optimize the learning process and
support student development. Through data analysis, academic institutions can predict future trends in student
behavior, identify at-risk groups and adjust their strategies to improve learning outcomes. These tools also allow
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institutions to personalize the learning experience and support students on an individual level.

The Data Mining process relies on four basic methods: classification, clustering, evaluation and
visualization [4]. Through these methods, patterns in data are more deeply understood and used to make
informed decisions in education. For example, data classification can help identify factors that influence student
success, while clustering can group students according to their needs and characteristics.

Il. DATA MINING IN EDUCATION

Originally, the definition of Data Mining was limited only to the process of building models. But as the
practice matured, Data Mining toolkits included other necessary tools to facilitate data preparation and model
evaluation and display.

Data Mining uses two basic models: descriptive models, which use unsupervised learning to identify
patterns in data without target benchmarks, and predictive models, which typically use supervised learning to
explain the values of a target variable relative to other variables. Data Mining tools use sophisticated analytical
capabilities, knowledge bases, and problem domain understanding to uncover hidden trends and patterns among
data, enabling analysts to draw new conclusions. This technology helps to discover valuable information and
knowledge in large data sets, using supervised or unsupervised learning algorithms to analyze unstructured data

[5].

As already mentioned, Data Mining is based on four key methods, each of which is used in different
situations and contains its own sub-methods and algorithms.

Classification in its most basic form involves grouping data into certain classes or groups based on
their similarity. To determine similarity, distance measures are commonly used. Two basic requirements for a
successful classification are that the classes are exhaustive (all data can be assigned to one class) and mutually
exclusive (each data can belong to only one class). Although there may be several classes to which no data is
assigned, there must be no data that cannot be assigned to any class. When working with data in a database,
classification is often used to establish a function that allows data to be sorted into one of several defined
classes. Similarity is usually determined using distance measures. Classification uses predefined classes [6].

Clustering, as another large class of techniques in data analysis, aims to divide a given data set into
homogeneous subsets. This technique is often called unsupervised because it does not require predefined classes
or training examples [7].

In the context of Data Mining, data clustering is the process of determining groups of data that are
similar to each other, but at the same time different from other data. When clustering, key variables that allow
for the best grouping are often identified. The key assumption of this process is the clustering hypothesis, which
claims that all documents in the same cluster share similar properties, on the basis of which they are assigned to
that cluster, but also that they have the same relevance of the data found in the documents [8].

Visualization is a powerful tool for showing mathematical rules or research results. It can use
interactive graphs to display data in an intuitive way. It was originally used to visualize three-dimensional
geographic locations based on mathematical coordinates.

On the other hand, estimation involves the analysis of prediction functions or the probability of a
particular event. These functions apply to variables that change continuously. Based on these assessments, key
business decisions can be made that will further guide the institution's activities.

Data Mining is a key tool in modern business, enabling a deeper understanding of data and uncovering
hidden patterns and information. This multidisciplinary field uses various techniques and algorithms to analyze
large data sets and extract useful insights for informed decision making. One of the most commonly used
frameworks in Data Mining is the CRISP-DM model, which defines the hierarchical structure of the process and
enables a systematic approach to data analysis [9].

The CRISP-DM model, developed by leading companies such as NCR (National Cash Register
Corporation), SPSS (Statistical Package for the Social Sciences) and Daimler-Benz, consists of several key
stages: from defining business goals and understanding the context of the problem, through data collection and
preparation, to modeling, evaluation of results and implementation in practice. These stages form the foundation
of the Data Mining process, enabling organizations to strategically use their data to improve business processes
and achieve competitive advantage [10].

Each stage of the CRISP-DM process is shown in Fig. 1. CRISP-DM represents a hierarchical model
consisting of six basic phases. Starting with the definition of business goals, data collection, preparation and
cleaning follows as the second phase. Then the process continues with modeling, evaluation of results and
finally distribution of project results. Each of these phases is broken down into different scenarios, while at the
third level tasks are specialized for specific situations. For example, one of the generic tasks might be cleaning
data, while a specialized task might be about cleaning numeric or categorical values. At the fourth level, there is
an instance of the process, which includes concrete actions, decisions and results of project implementation [9].
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Fig. 1 Processesin Data Mining [11]

Modeling in the context of Data Mining not only considers the relationships between different tasks,
but also provides an idealized sequence of actions over the life of the project. This structured methodology
enables the organization and effective management of the process, providing a clear map of activities.

In the field of education, the application of the basic processes of Data Mining brings the possibility of
using various techniques for data analysis. Among these techniques, decision trees, k-nearest, neighbor neural
networks, and many others, offer deeper insights and understanding of hidden patterns in educational contexts.
By using these techniques, it is possible to discover different types of knowledge that can be invaluable for
improving the educational process. The applications are diverse: the organization of the curriculum, the
prediction of the number of students who will enroll in a certain study program or choose a certain course, the
identification of shortcomings in the traditional teaching method, the detection of irregularities in electronic
testing, as well as the detection of anomalies and illogical results in student papers [12].

These techniques not only enable a more efficient organization of the educational process, but also
provide valuable insights that can be essential for the continuous improvement of the quality of education for
both students and teachers.

I11. DATA MINING TECHNIQUES IN IMPROVING HIGHER EDUCATION: ANALYSIS,
PREDICTION AND OPTIMIZATION

Data Mining in higher education is becoming an increasingly important research area, as it provides
significant opportunities for the improvement of academic institutions [13].

In the continuation of the paper, examples of the application of various Data Mining techniques in the
process of improvement, evaluation and development of various activities in the educational process are
presented. These techniques can be applied from the beginning of student enrollment and the selection of the
appropriate faculty, through monitoring the study process and providing support during studies, up to the
assessment of students' success in graduation and the formulation of enrollment policies, both at the level of the
faculty, as well as at the level of the university and society in general.

3.1 Application of Data Mining Techniques in the Faculty and Course Selection Process: Helping

Decision Making in an Academic Career

The correct choice of faculty and study program has become a key step for the formation of a future
career. The decision that any individual makes at the beginning of their academic career can have long-term
consequences for their future. This selection process is complex and often requires good thought and research.

One of the key factors that affects the future occupation of each individual is the right choice of faculty.
The choice of faculty should be aligned with the abilities, interests and goals of the future student. Each faculty
has its own specifics and approach to education, therefore it is important for the student to find an institution
that matches his needs and preferences. Another important step is choosing the appropriate study program
within the chosen faculty. Different study programs provide different perspectives and opportunities for
developing specific skills and knowledge. The student should carefully consider the content of the program, its
alignment with his interests and future career goals. College curricula are often flexible, allowing students to
shape their education according to their interests and goals. Choosing the right courses can help a student gain

www.ijeijournal.com Page | 219



Data Mining - The Path to Advanced Higher Education

in-depth knowledge in areas of particular interest and relevance to a future career.

In essence, the final decision often depends on experience and available information. Developing a
system based on Data Mining techniques that could recommend appropriate courses to students during their
studies, using data on previous generations of students who attended the same courses, could be extremely
beneficial. The data that would be used would include demographic information, course selections, grades
achieved, number of courses in the same field, average grades during the course of study, as well as average
grades in courses in similar scientific fields. After collecting and processing data using the developed system,
students would be offered recommendations on whether to choose a particular course and how likely they are to
succeed in that course. In this way, students would have a useful tool to help them make an informed decision
about whether or not to enroll in a particular course. In the process of developing such a system, the authors
would first perform a data cleaning procedure in order to eliminate all data that are not suitable for further
analysis. Then the classification and identification of patterns in the data of students who showed interest in the
same course would be done. With the application of the C4.5 algorithm, the system was able to suggest to
students which course they should choose with 80% accuracy [14].

In the college selection process, informed decision-making is essential for each student's future. The
implementation of a system based on Data Mining provides effective support to this process. By analyzing
various relevant data, this system enables the assessment of compatibility between a future student and a
potential faculty. Key aspects taken into account include high school grades, vocational guidance,
extracurricular activities and experiences of previous students with a similar profile. The goal of the system is to
facilitate decision-making for high school graduates by providing objective information on the basis of which
they can evaluate their options and choose a faculty that matches their interests and goals. Also an aspect that
cannot be ignored are the experiences of people who come from the same school with the same or similar
average grades and interests. In this way, it would be easier for high school graduates to decide which faculty to
enroll in, and on the other hand, they would be presented with objective data on the basis of which the
assessment was made. The measure of success of the system would be the number of students who would
successfully enroll and graduate from the selected faculty.

3.2 Predicting Student Success: Application of Data Mining Techniques in Academic Performance

Analysis

During the study process, different generations of students achieve different results. While some
students are more successful in mastering the course, others need more attention to achieve the same level of
success. This variability in results makes it difficult to accurately predict the success of completing a course or
an entire degree program. In these situations, Data Mining techniques can be useful. By analyzing the data on
the current group of students in a certain course, it is possible to estimate their probability of success in the final
exam. This data is especially useful if there is a dependency between success in this course and enroliment in
another course or program.

For this purpose, the k-means algorithm is used. The K-means algorithm is a method of clustering data
on student activities. The K-means clustering algorithm is the most popular and well-known clustering
technique. Among various clustering techniques, the k-means algorithm is widely used due to its simplicity,
ease of use, and high performance. It can be concluded that the k-means method is highlighted as one of the
most important and significant clustering approaches, especially in the context of predicting the academic
performance of students [15].

The operation of the clustering algorithm consists of two steps. In the first step, the algorithm selects
initial cluster centers. Then, in a second step, the algorithm moves those cluster centers to minimize the sum of
the squared distances of all points from the centroid. This sum of squared distances is known as RSS (Residual
Sum of Squares). After that, these steps are iteratively repeated until the condition for terminating the iterations
is met, which includes reassigning the objects to clusters based on the nearest centroids. Before clustering is
performed, the data to which this process is applied should be processed and placed into initial clusters [16].
This includes data on previous academic results, practical exams and course tests. Students are classified into
three classes based on their results, and these three classes are formed based on the number of points earned
during the course.

The first class represents a high number of points (up to 70 points), the second class is a medium
number of points (from 50 to 60) and a low number of points (below 50). Based on this, students can be divided
into two classes, namely the class of students who will pass the exam and the class of students who will not pass
the exam. The success of completing a certain course, as well as the activities carried out during the course,
depend on many factors and can be viewed from different aspects. The most important factors that separate
successful from unsuccessful students can be divided into socio-demographic and learning environment factors
[15]. Sociodemographic factors include: age, gender, ethnicity, education, work status, and disability, while
learning environment factors include: course program and semester in which the course takes place. Regarding
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the age of students, students can be people of different ages depending on the level of study. In general, they
could be divided into students under thirty, between thirty and forty, and over forty. Ethnic diversity in
academic institutions varies by location. Some universities may have more students from different ethnic
groups, while others may have less. In addition, the number of students in each ethnic or national group has a
significant impact on performance evaluation. For example, if the number of members of a certain ethnic group
is small, that data can be ignored or grouped with similar groups for more accurate results. Also, it is important
to emphasize the presence of students with disabilities, because this can affect their success. Previous education
also plays a role, so it is useful to group students according to the level of education they have previously
received. Also, the work status of students can be employed or unemployed, which can affect their ability to
attend classes and fulfill their obligations. Classification trees can be applied to such data to identify factors that
influence students' success in completing a course. Research has shown that classification trees, especially
CART (Classification and Regression Tree), are useful, achieving a classification accuracy of 60.5%. However,
although this classification may indicate a risk of failure, it is possible to take additional steps to support
students who face challenges in completing the course, such as counselling, mentoring or setting specific goals.

3.3 Distance Learning: Application of Data Mining Techniques in Detecting Cheating in E-Learning

The development and application of new technologies in learning have led to the possibility of distance
learning, which has become especially significant in the context of the COVID-19 pandemic. In such a system,
students are not present in the premises of the faculty, but can have access to the content of the course and
follow the lessons from anywhere. E-learning has grown significantly every day over the last decade with the
growth of the Internet and technology. Therefore, an online exam can be useful for people who want to take the
exam, but cheating on tests is a common phenomenon all over the world. As a consequence, cheating prevention
can no longer be fully effective. The electronic learning system enables the use of Data Mining techniques both
in the process of organizing classes and gathering information to improve the educational process, as well as in
the field of testing and final exams. This technology enables the analysis of large amounts of data to identify
learning patterns, personalize instruction according to students' needs, and improve the effectiveness of
evaluation and assessment of their success. In a situation where physical presence at the university is limited,
distance learning becomes a key resource for maintaining the continuity of education and supporting students in
achieving their academic goals [17].

The organization of taking exams via electronic portals requires adequate measures to prevent abuses,
identify cheating and correctly assess responsibility for the questions asked. When it comes to cheating on such
portals, the responsibility lies not only with the students, but also with the exam organizers. Data Mining
techniques can help detect and prevent cheating in online systems, using data on known cheating methods to
achieve more effective results. Another way to detect irregularities in these systems is to compare and identify
results that are outside the expected range. Such results may be the result of software errors, carelessness when
entering data or, in the worst case, unethical behavior of students. The system should analyze and compare the
results of all course participants, where deviations could indicate potentially suspicious activities. For effective
recognition of such data and identification of suspicious cases, it is necessary to apply Data Mining techniques
that will thoroughly analyze all available information.

IV. CONCLUSION

The purpose of education is to create expert engineers who can effectively respond to the demands of
society. The education process should be constantly improved and supported, with quality courses and working
conditions. Data Mining techniques can be applied from faculty selection to analyzing study program data to
improve them. This data can be useful for planning the enroliment policy and improving the teaching process.

The application of Data Mining techniques in higher education opens up many opportunities for
optimizing the learning process, supporting students and making informed decisions at the level of an
educational institution. Analyzing data about students, their interactions with courses, grades, activities and
other relevant factors enables a deeper understanding of their needs, behavior and performance.

One of the key advantages of Data Mining in higher education is the personalization of student support.
Based on data analysis, the individual needs of students can be identified and appropriate resources and support
can be adapted to them. This may include tailoring teaching materials, recommendations for additional courses
or activities, and providing personalized advice for academic development.

Also, Data Mining makes it possible to predict the success of students. Analyzing past data on student
performance can help identify factors that influence academic success and create models to predict future
performance. Such models can be of great benefit both to students, providing them with insight into their
opportunities and areas for improvement, and to educational institutions, allowing them to react in a timely
manner and provide additional support to those who need it most.
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In addition, Data Mining can contribute to the optimization of the teaching process. Analyzing data on

student interactions with courses can help identify effective instructional strategies, identify gaps in course
materials or practices, and adjust courses to better meet student needs.

Ultimately, the application of Data Mining techniques in higher education aims to improve the

experience of students, increase the efficiency of the educational process and achieve better results. Integrating
this technology into educational management strategies can help educational institutions use their resources
more efficiently, provide better support to students and continuously improve the quality of education.
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