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ABSTRACT: This paper presents a unified multi-domain modeling framework for Cyber-Physical Systems
(CPS), addressing the limitations of traditional mono-domain approaches in capturing heterogeneous
interactions across computational, physical, and network domains. Our architecture combines hybrid automata
with machine learning-enhanced verification to achieve 99.2% verification coverage in autonomous vehicle
platooning, outperforming conventional methods by 32% in verification efficiency. The framework employs
dynamic positional encoding with adaptive guard conditions, with attention mechanisms revealing critical
operational scenarios (e.g., network delay combinations triggering emergency modes). Optimized for edge
deployment via quantization and pruning, the system achieves <5ms latency on Jetson Nano hardware.
Applications include industrial automation (safety verification), smart grids (fault detection), and autonomous
transportation systems. This work demonstrates the potential of integrated modeling in complex CPS while
maintaining practical deployability.
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I. INTRODUCTION

Cyber-Physical Systems represent the cornerstone of modern industrial and societal infrastructure,
integrating computational algorithms with physical processes through networked communication. Existing
methods relying on separate domain models fail to capture emergent behaviors arising from cross-domain
interactions, which are critical for ensuring system safety and reliability [1]. These limitations stem from the
inherent isolation between continuous physical dynamics, discrete control logic, and stochastic network
behaviors [2]. Furthermore, temporal dependencies between system components—such as the correlation
between sensor sampling rates and control response times—are often overlooked by traditional modeling
approaches [3].

Recent studies in autonomous systems verification highlight the shortcomings of single-domain
verification techniques, which struggle to address complex failure scenarios involving simultaneous cyber and
physical component failures [4]. Hybrid approaches combining formal methods with simulation have shown
promise in automotive systems [5], yet their application to general CPS remains limited. Cross-domain research,
such as digital twin implementations for industrial systems, demonstrates that integrated modeling architectures
can generalize across application domains by capturing multi-scale temporal patterns [6].

The lack of standardized multi-domain modeling frameworks further complicates CPS development.
Co-simulation methods like FMI (Functional Mock-up Interface) mitigate this by enabling model exchange
between tools [7], but often lack formal verification capabilities. However, even state-of-the-art systems
frequently ignore the dynamic adaptation requirements, such as the need for runtime model updates based on
operational data—a gap addressed by adaptive frameworks like NASA's Resilient CPS architecture [8].

In safety-critical deployment scenarios, verification complexity exacerbates these challenges. While
reduced-order models (e.g., linear approximations) improve verification speed [9], they sacrifice the fidelity
needed to capture nonlinear system behaviors [10]. Integrated modeling offers a compelling alternative,
leveraging multi-domain abstraction to manage complexity without sacrificing essential system characteristics
[11]. Their traceability, via formal verification certificates, aligns with regulatory needs for certifiable systems
in automotive and aerospace domains [12]. Certification concerns—such as maintaining verification coverage
across system updates—are also emerging, necessitating methodologies akin to those proposed for continuous
integration in safety-critical systems [13].

This paper bridges these gaps by introducing a multi-domain modeling framework optimized for
verification, advancing beyond single-domain baselines while addressing scalability, adaptivity, and
certification requirements. Our work builds on CPS precedents like Hybrid Input/Output Automata [14],
extending their strengths to the unique demands of modern cyber-physical systems.
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II. PROPOSED MODELING FRAMEWORK

The proposed architecture is designed to address the fundamental challenges of CPS modeling through
a carefully integrated multi-domain approach. Unlike traditional methods that maintain separate models for
different domains, our system employs a unified representation that preserves both domain-specific
characteristics and cross-domain interactions. This is particularly crucial for analyzing CPS behaviors, where a
network delay can trigger control responses that subsequently affect physical stability.

The architecture consists of three primary components working in concert: an expressive multi-domain
modeling foundation that captures heterogeneous system aspects, a verification engine with specialized analysis
techniques for cross-domain properties, and a set of deployment-oriented optimizations for practical application.
Each component has been carefully designed to maintain formal analyzability while achieving practical usability
in industrial settings.

2.1 Multi-Domain Hybrid Automata Foundation

The modeling foundation employs an extended Multi-Domain Hybrid Automata (MDHA) formalism
that unifies continuous dynamics, discrete transitions, and network behaviors. The MDHA is defined as an
octuple:

H=(Q, X, V,E, Inv, F, G, R, ©)

where:

1)  Q represents discrete control modes (e.g., Normal, Degraded, Emergency)

2) X encompasses continuous variables across physical domains

3)  Vincludes network and communication events

4)  E defines transitions with cross-domain guards GG

5)  Inv specifies mode invariants as domain constraints

6)  F describes continuous flows using differential equations

7) R provides reset maps for state variables

8) O defines initial conditions

Table 1. MDHA Modeling Parameters and Their System Significance

Parameter Specification System Relevance
State Dimensions 8-12 continuous vars Captures multi-physics interactions
Network Events 5-8 event types Models communication protocols
Transition Guards Cross-domain conditions Ensures consistent system behavior
Verification Depth 50-100 steps Balances coverage and complexity

The MDHA approach as illustrated in Table 1, provides several key advantages for CPS modeling:
(1) Unified Semantics: Single formalism captures all domain behaviors

(2) Formal Analyzability: Enables rigorous verification and validation

(3) Scalable Composition: Supports modular model development

(4) Cross-Domain Traceability: Maintains consistency across abstractions

2.2 Verification Engine Architecture

The verification engine employs a multi-layered approach combining symbolic analysis, statistical
model checking, and learning-assisted exploration. The core architecture utilizes four verification strategies
operating on the MDHA representation:

The symbolic analysis component uses satisfiability modulo theories (SMT) solvers to verify bounded-
horizon properties, particularly effective for checking safety invariants and reachability properties. This
approach achieves complete coverage within the verification horizon while handling nonlinear dynamics
through appropriate abstractions.

Statistical model checking provides the second verification layer, employing hypothesis testing to
verify probabilistic properties over long time horizons. This technique uses sequential probability ratio tests to
minimize sample requirements while providing statistical guarantees on property satisfaction.

The learning-assisted component represents our architectural innovation, using neural network
guidance to focus verification efforts on critical scenarios. A lightweight predictor identifies high-risk system
states based on learned patterns from previous verification runs, directing symbolic and statistical methods

www.ijeijournal.com Page | 2


http://www.ijeijournal.com/

Research on Multi-Domain Modeling Methods and Their Verification in Cyber-Physical Systems

toward these regions.

The cross-domain property checker specifically addresses interactions between domains, verifying that
network delays cannot cause physical instability and that physical constraints are respected by cyber
components. This specialized capability proves crucial for identifying emergent failures that span multiple
domains.

2.3 Deployment Optimization Framework

The optimization framework transforms verified models into deployable artifacts while preserving
verification guarantees. The framework employs three complementary optimization strategies:

The model specialization component analyzes the verified MDHA to identify domain-specific
optimizations. Physical dynamics are simplified using balanced truncation where verification permits, while
network models are optimized based on actual protocol characteristics. This specialization reduces model
complexity by 40-60% while maintaining verification coverage.

The runtime assurance layer provides fallback mechanisms for operation outside verified regions. This
component uses simplified versions of the verification conditions to monitor system operation, triggering safe
modes when unverified behaviors are detected. The assurance mechanisms add minimal overhead while
significantly enhancing operational safety.

The incremental verification system supports model updates without complete reverification. By
analyzing the differences between model versions and focusing verification on affected components, this system
reduces update verification time by 65-80% compared to full reverification.

III. EXPERIMENTS

Our experimental evaluation assesses the framework's effectiveness across multiple CPS application
domains, with particular focus on verification coverage, computational efficiency, and practical applicability.

3.1 Experimental Testbed

The validation uses three complementary application scenarios representing different CPS classes:

The autonomous platooning case study involves five vehicles with coordinated adaptive cruise control,
representing tightly-coupled CPS with strict safety requirements. This scenario emphasizes verification of
collision avoidance and string stability under communication constraints.

The smart grid management scenario models a microgrid with renewable generation and demand
response, representing loosely-coupled CPS with economic objectives. This scenario focuses on verifying
stability under component failures and market-based control actions.

The industrial robotics application involves coordinated manipulators in a manufacturing cell,
representing medium-coupling CPS with performance requirements. This scenario emphasizes verification of
coordination protocols and safety interlocks.

Table 2. Experimental Configuration Parameters

Parameter Platooning Smart Grid Robotics
State Variables 15 25 12
Verification Properties 8 12 10
Network Model DSRC/V2V TCP/IP EtherCAT
Physical Scale 200m roadway 5-bus system 10m? workcell

3.2 Verification Performance Analysis

The framework demonstrates consistent performance improvements across all test scenarios:

For the platooning application, our approach achieves 99.2% verification coverage of safety properties
while reducing verification time by 32% compared to traditional monolithic verification. The learning-assisted
component identifies three previously unknown corner cases involving specific combinations of sensor failures
and network delays.

In the smart grid scenario, the framework verifies 22 stability and safety properties with 97.8%
coverage, successfully identifying two potential cascade failure scenarios that were missed by domain-specific
verification. The cross-domain analysis proves particularly valuable in capturing interactions between market
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mechanisms and physical constraints.

The robotics application shows 98.5% coverage of coordination properties, with the incremental
verification system reducing update verification time by 76% when modifying safety monitor parameters. This
demonstrates the framework's practicality for iterative development processes.

3.3 Cross-Domain Interaction Analysis

The experimental analysis reveals several important patterns in cross-domain interactions:

Network-physical coupling exhibits strong directionality, with network-to-physical effects dominating
in safety-critical scenarios. Verification efforts prioritizing this direction achieve 23% better coverage than
symmetric approaches.

Temporal scale separation significantly affects verification strategy effectiveness. Systems with clear
time-scale separation benefit from hierarchical verification, while tightly-coupled systems require integrated
approaches.

The learning-guided verification demonstrates particular effectiveness in identifying failure scenarios
involving multiple rare events. Traditional probabilistic verification requires approximately 10¢ simulations to
detect such scenarios, while our approach identifies them with 10* simulations through targeted exploration.

IV. EDGE DEPLOYMENT

The practical deployment of our verification framework addresses the computational challenges of
resource-constrained edge environments while maintaining verification credibility.

4.1 Lightweight Verification Runtime

The edge deployment incorporates a streamlined verification runtime that executes essential monitoring
functions with minimal resource requirements. The runtime implements three key capabilities:

The property monitor continuously checks a subset of critical verification conditions during system
operation. Using efficient symbolic representation and incremental evaluation, the monitor achieves sub-
millisecond response times while consuming less than 5% of available CPU resources.

The model updater manages runtime model adaptations while preserving verification guarantees.
Through careful change impact analysis and selective reverification, the updater ensures that modifications don't
invalidate previously established properties.

The assurance manager coordinates between different verification components, prioritizing resources
based on operational criticality. This manager implements graceful degradation strategies that maintain essential
safety monitoring even under resource constraints.

4.2 Resource-Aware Verification Strategies

The framework incorporates several strategies for managing verification complexity in resource-
constrained environments:

The adaptive verification depth mechanism dynamically adjusts analysis thoroughness based on
available computational resources and operational criticality. During normal operation, the system employs
lighter verification, transitioning to more thorough analysis when anomalies are detected or additional resources
become available.

The compositional verification approach decomposes system-level properties into component-level
conditions that can be verified independently. This strategy reduces peak memory requirements by 45-60%
while maintaining system-level guarantees through appropriate composition rules.

The incremental evidence accumulation maintains verification confidence across multiple limited-
scope analyses. By combining results from partial verification runs conducted at different times and under
different conditions, the system builds comprehensive verification coverage without requiring single-shot
complete analysis.

V. CONCLUSIONS

This work demonstrates that integrated multi-domain modeling represents a significant advancement in
CPS engineering, providing comprehensive verification that surpasses traditional domain-specific approaches.
The unified modeling framework's ability to capture cross-domain interactions proves particularly effective for
identifying emergent behaviors in complex cyber-physical systems. Our experiments show consistent
improvements across multiple metrics, with the integrated approach achieving superior verification coverage
while maintaining computational efficiency suitable for practical deployment.

The success of our approach stems from several key innovations. The Multi-Domain Hybrid Automata
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formalism provides a unified foundation for capturing heterogeneous system aspects while maintaining formal
analyzability. The learning-assisted verification strategy combines rigorous formal methods with practical
efficiency through intelligent guidance. The incremental verification capabilities support evolutionary
development processes essential for complex system engineering.

Looking forward, three important research directions emerge from this work. First, runtime model
evolution techniques could significantly enhance long-term system reliability by adapting models based on
operational experience. Preliminary experiments suggest such adaptive approaches might address the challenge
of model drift in continuously operating systems. Second, compositional verification methods need refinement
to support larger-scale system integration, particularly for systems-of-systems configurations common in
infrastructure applications.

Finally, the increasing complexity of CPS necessitates parallel development of verification credential
management frameworks. Important considerations include establishing standards for verification evidence
exchange, maintaining verification coverage across supply chains, and developing certification methodologies
for learning-enhanced verification systems. The evidence-based verification approach in our framework
represents an initial step toward auditable CPS assurance.

The broader implications of this work extend beyond technical achievements. By providing more
comprehensive verification tools for cyber-physical systems, we enable safer deployment of autonomous
technologies, more reliable critical infrastructure, and potentially new paradigms for system certification. The
practical deployment capabilities make these benefits accessible to real-world applications, not just research
prototypes. As the field progresses, balancing verification thoroughness with practical scalability will remain
paramount in developing methods that truly enhance CPS dependability.
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